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Is Your Al Trustworthy?

Unmasking the hidden dangers of the Al/ML supply chain
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THE HIDDEN DANGERS OF AI:

Securing the supply chain
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The choices we make now will reverberate across generations.

Anthony J. Blinken
U.S. Secretary of State

Artificial intelligence (Al) and machine learning (ML) are transforming our world,
driving innovation in everything from healthcare to finance to national defense.

But this rapid advancement comes with hidden risks. The complex supply chains
that power Al/ML systems are vulnerable to attack, with potentially devastating

consequences for individuals, businesses, and society.

Imagine a self-driving car misinterpreting a stop sign due to tampered training data, or
a financial algorithm making faulty decisions based on a maliciously modified model.
These scenarios are not science fiction — they are real threats that underscore the

urgent need for Al/ML supply chain security.

This guide will equip you with a foundational understanding of the key threats lurking
in your Al/ML supply chain and introduce you to practical solutions for mitigating
these risks. Consider this your starting point for building a fortified security posture

and safeguarding your Al/ML systems from attack.

Ready to become an Al/ML security expert? Dive deeper into the world of Al/ML
supply chain security by signing up for our Securing the Al/ML Supply Chain

course today!
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Top threats to your Al/ML Supply Chain

As Al and ML become increasingly integrated into critical systems, the stakes for
security have never been higher. The unique characteristics of Al/ML systems,
including their reliance on data, complex models, and extensive infrastructure, open
them up to a wide range of threats. Understanding these threats is the first step

towards building a robust security posture for your Al/ML initiatives.

A Data poisoning: The silent saboteur

Your Al is only as good as the data it learns from. Trash in = trash out.

Data poisoning is a stealthy attack where malicious actors tamper with training data,
introducing subtle biases, vulnerabilities, or even malicious behaviors into the Al/
ML system. This can lead to skewed results, faulty decision-making, and even the

weaponization of Al for nefarious purposes.

Think of it like a chef unknowingly adding a harmful ingredient to a recipe. The dish
might look and taste fine initially, but it could have disastrous consequences later on.
Similarly, poisoned training data can silently corrupt an Al model, causing it to produce

inaccurate or harmful outputs.

Real-world examples of data poisoning attacks are emerging, demonstrating the
potential impact of this threat. In 2023, security researchers demonstrated their

capacity to attack ten popular training data sets quickly and cheaply by manipulating
web content that the models were likely to engage with.
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Upstream PyTorch
1,310 vulnerabilities

Looking for a secure and
minimal PyTorch image?

Check out our Chainguard
Images for AI —

€ Model theft and tampering: The Trojan horse within

Your Al models are valuable assets. Don’t let them fall into the wrong hands.

Al/ML models, the algorithms that power these systems, are a prime target for theft
and tampering. Malicious actors can steal these models to gain a competitive business
advantage or modify them to introduce backdoors, leading to unauthorized access or

control over the Al system.

This type of attack is like a Trojan horse, hiding malicious code within a seemingly
legitimate model. Once deployed, the compromised model can execute hidden
commands, leak sensitive data, or manipulate the Al system'’s behavior without

detection.

Recent incidents, such as the discovery of malicious models on popular repositories
like Hugging Face, highlight the growing threat of model theft and tampering. The
“Sleepy Pickle” attack, a novel technique disclosed in June 2024, further demonstrates
the vulnerability of model files to malicious code injection.

IS YOUR AI TRUSTINORTHY? 4


https://thehackernews.com/2024/06/new-attack-technique-sleepy-pickle.html
https://get.chainguard.dev/ai-images?utm_source=collateral&utm_medium=media&utm_campaign=FY25-GL-GMC-IsYourAITurstworthyGuide&utm_content=guide

77 Infrastructure vulnerabilities: The weakest link

A chain is only as strong as its weakest link.

The infrastructure supporting your Al/ML systems, including hardware, networks,
and software, is not immune to vulnerabilities. Exploiting these weaknesses can
give attackers a foothold into your system, potentially leading to data breaches,

system compromise, or denial-of-service attacks.

These vulnerabilities can be as simple as an unpatched software library or as
complex as a hardware flaw. The infamous “Spectre” and “Meltdown” CPU
vulnerabilities demonstrated how even the most fundamental hardware

components can be exploited to leak sensitive information.
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Key solutions and best practices

Protecting your Al/ML supply chain requires a multi-pronged approach, addressing
vulnerabilities at every stage of the life cycle. By implementing the following best
practices and utilizing security tools, you can significantly reduce your risk and ensure

the integrity, reliability, and trustworthiness of your Al/ML systems.

M Vulnerability management: Stay ahead of the threats

Think of vulnerability management as your Al/ML system’s regular health checkup.
It's the ongoing process of identifying, assessing, prioritizing, and remediating security
weaknesses in your software and infrastructure. The goal is to proactively address

vulnerabilities before attackers can exploit them.

But vulnerability management for Al/ML presents unique challenges. The sheer
number of libraries, dependencies, and novel artifacts like models creates a large
attack surface. While securing training data and models is critical, cyber attackers can
just as readily attack your system through exploitable vulnerabilities in your system’s

infrastructure.

That’s where tools like Chainguard Images come in. These secure, minimal, and
distroless container images provide a strong foundation for your Al/ML projects.
By minimizing the attack surface and ensuring regular updates, Chainguard Images

drastically reduce the number of vulnerabilities you need to worry about.
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“= Supply chain transparency: Know your ingredients

If you don’t know what'’s in your Al/ML system, how can you trust it?

Supply chain transparency is all about understanding the origins and composition of
the software components in your Al/ML system. It’s like knowing the ingredients in

your food — you want to be sure they’re safe and trustworthy.

Software Bill of Materials (SBOMs) and provenance tracking are essential tools for
achieving transparency. SBOMs provide a detailed list of the software components,
libraries, and dependencies in your system, while provenance tracking reveals the

history of how these components were built and modified.

By gaining visibility into your Al/ML supply chain, you can quickly identify
vulnerabilities, respond to security incidents, and ensure compliance with

industry regulations.

@ Integrity and authenticity: Verify and trust
In the world of Al/ML, trust is not a given. It must be earned and verified.

Ensuring the integrity and authenticity of your Al/ML models and artifacts is crucial
for maintaining trust and security. Integrity verification confirms that the components
haven’t been tampered with, while authenticity verification ensures they originate

from legitimate sources.

Sigstore, an open-source suite of tools, offers a solution for signing and verifying
software artifacts. By using digital signatures and transparency logs, Sigstore helps
you build confidence in the integrity and authenticity of your Al/ML models, protecting

them from malicious tampering and ensuring their trustworthiness.

IS YOUR AI TRUSTINORTHY? 7



THE NEXT STEP: chainguard

Join the safe source for Al a

The Al/ML landscape changes quickly, and the threats to your supply chain are
growing more sophisticated by the day. While this guide has provided an overview of
key threats and solutions, it’s just the tip of the iceberg. To truly safeguard your Al/ML
systems, you need a comprehensive understanding of the security landscape and the

tools and techniques at your disposal.

Your Al/ML security journey starts now

Don’t wait for a security breach to expose the vulnerabilities in your Al/ML systems.

Take proactive steps today to build a fortified security posture and protect your

valuable assets. Our comprehensive course on Al/ML supply chain security will equip

you with the knowledge and skills you need to:

o Master the latest security techniques: Learn how to identify and mitigate
vulnerabilities, implement transparency measures, and verify the integrity and
authenticity of your Al/ML artifacts.

e Gain hands-on experience with essential tools: Get practical experience using
Chainguard Images for secure and minimal container environments, and leverage
Sigstore for digital signing and verification.

e Strengthen your security posture: Develop a deep understanding of the Al/ML
threat landscape and implement best practices to protect your data, models, and

infrastructure.

Your Al/ML security journey starts here. Take the first step today and secure your

future. Enroll in Securing the Al/ML Supply Chain by Chainguard.
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